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1. Introduc3on 
 
Jawa Corporate Real Estate Solu&ons B.V. ("Jawa" or "the Company") is commiIed to 
safeguarding the confiden&ality, integrity, and availability of all business, client, and 
employee informa&on. As a bou&que company, we recognize that informa&on security is 
cri&cal to protec&ng the trust of our clients and maintaining the overall integrity of our 
opera&ons. This Informa&on Security Policy outlines the framework to manage and secure 
informa&on, ensuring that all employees understand their responsibili&es and take 
appropriate measures to protect sensi&ve data. 
 
This policy applies to all employees, contractors, and third-party service providers who may 
have access to informa&on held by the company. 
 

2. Scope 
 
This policy applies to all forms of data and informa&on managed by Jawa, including: 
 
- Client and employee personal data 
- Business financial and opera&onal informa&on 
- Internal communica&ons and documents 
- IT systems, networks, applica&ons, and devices 
 
All employees are required to follow this policy to protect the company's informa&on from 
unauthorized access, loss, or damage. 
 

3. Core Principles 
 
Jawa is commiIed to the following core principles of informa&on security: 
 
A. Confiden3ality: 
• We will protect sensi&ve informa&on from unauthorized access. Only those who need 

access to specific informa&on to perform their job func&ons will have access to it. 
• All employees must safeguard the confiden&ality of informa&on entrusted to them by 

clients, partners, and the company. 
 



 
B. Integrity: 

• Informa&on must be accurate, complete, and reliable. We will implement measures 
to prevent unauthorized changes or corrup&on of data. 

• Employees are responsible for ensuring that the data they manage is correct and up-
to-date. 

 
C. Availability 

• Informa&on and systems must be available when needed by authorized users. We 
will implement safeguards to ensure that cri&cal systems and data remain accessible 
and protected against poten&al disrup&on. 

• Regular backups and disaster recovery protocols will be in place to minimize the 
impact of any data loss or system failures. 

 
4. Roles and Responsibili3es 

 
Each employee at Jawa CRES has a role in maintaining informa&on security, with the 
following responsibili&es: 
 

• Jeroen Lubbers / Managing Director: bears overall responsibility for ensuring the 
security of company data and the implementa&on of this policy. He will coordinate 
with employees to ensure proper security prac&ces are followed and will oversee the 
implementa&on of any necessary security measures (e.g., backup systems, 
encryp&on, so^ware updates). 

• All other employees are responsible for following the informa&on security prac&ces 
outlined in this policy. Specific responsibili&es include: 

- Protec&ng passwords and confiden&al informa&on. 
- Repor&ng any suspicious ac&vity, poten&al security incidents, or data 
breaches to you immediately. 
- Par&cipa&ng in any security training and following data protec&on protocols. 

• External Contractors/Third Par&es: Any contractors or third par&es who have access 
to the company’s data or systems must adhere to the same informa&on security 
standards, and contracts will specify security requirements. 

 
5. Informa3on Security Measures 

 
A. Access Control 

• Access to sensi&ve or confiden&al informa&on will be granted based on the principle 
of least privilege—employees will only have access to the informa&on they need to 
perform their specific job func&ons. 

• Access controls will be reviewed periodically to ensure that only authorized 
individuals have access to systems or data. 

 
B. Passwords and Authen3ca3on 



 
• Strong passwords (at least 12 characters, including upper and lowercase leIers, 

numbers, and special characters) are required for all systems and applica&ons.  
• Passwords must not be shared, and employees should change them periodically. 

Where possible, mul&-factor authen&ca&on (MFA) will be implemented. 
 
C. Data Protec3on and Encryp3on 

• Sensi&ve and confiden&al informa&on (e.g., personal data, financial informa&on) will 
be protected using encryp&on methods when stored and transmiIed. 

• Secure methods (e.g., encrypted email, password-protected files) will be used for 
sharing sensi&ve data with clients, partners, and third par&es. 

 
D. System and Device Security 

• All devices used to access company data (laptops, smartphones, etc.) will be 
equipped with an&virus so^ware and firewalls. These devices will also be kept up-to-
date with security patches and so^ware updates. 

• Devices will be configured to lock a^er a period of inac&vity to prevent unauthorized 
access if le^ unaIended. 

• Employees are responsible for repor&ng any lost or stolen devices immediately. 
 
E. Data Reten3on and Disposal 

• We will only retain data as long as necessary for business purposes, legal compliance, 
or contractual obliga&ons. 

• When data is no longer required, it will be securely deleted or destroyed. For physical 
documents, shredding will be used, and digital files will be securely wiped using 
appropriate data destruc&on tools. 

 
F. Backup and Disaster Recovery 

• Regular backups of cri&cal data will be performed and stored in secure, separate 
loca&ons (e.g., cloud storage, external drives). 

• A disaster recovery plan will be in place to ensure that data can be restored in the 
event of an emergency, such as a system failure, data breach, or cyberaIack. 

 
G. Incident Repor3ng and Response 

• Employees must immediately report any suspected security incidents or breaches 
(e.g., data the^, unauthorized access, phishing aIempts) to the company owner. 

• The company will inves&gate any security incidents and take appropriate ac&on to 
mi&gate any poten&al harm, including no&fying clients or regulatory bodies if 
necessary, in compliance with GDPR and other applicable regula&ons. 

 
H. Employee Training and Awareness 

• Employees will receive regular training on informa&on security best prac&ces, 
including how to recognize phishing aIempts, safe handling of sensi&ve 
informa&on, and proper use of company systems. 



 
• Employees will be encouraged to stay vigilant and report any unusual ac&vi&es or 

poten&al security risks. 
 
I. Compliance with Legal and Regulatory Requirements 

• The Company will ensure compliance with data protec&on regula&ons, including 
the General Data Protec&on Regula&on (GDPR), Dutch Data Protec&on Act, and any 
other relevant industry-specific regula&ons. 

• Any third-party vendors or partners who handle client or employee data will be 
required to comply with the same data protec&on standards. 

 
6. Third-Party Security 

 
When sharing data with third-party service providers (e.g., IT service providers, external 
contractors), the company will: 
 

• Ensure that contracts with third par&es contain appropriate data protec&on clauses. 
• Require that third par&es adhere to the same informa&on security standards, 

including maintaining secure systems and processes for handling sensi&ve 
informa&on. 

• Regularly assess the security posture of third-party vendors and partners, especially 
those who have access to sensi&ve or cri&cal company data. 

 
7. Monitoring and Audi3ng 

 
The Company will regularly monitor and review its informa&on security prac&ces to iden&fy 
poten&al vulnerabili&es and ensure compliance with this policy. This may include: 
 

• Conduc&ng periodic risk assessments and security audits. 
• Reviewing user access logs and security reports to iden&fy unauthorized access or 

unusual ac&vity. 
 

8. Enforcement 
 
Failure to comply with this Informa&on Security Policy may result in disciplinary ac&on, 
including termina&on of employment for serious viola&ons. All employees are expected to 
understand and follow the principles outlined in this policy.  
 

9. Review and Updates 
 
This policy will be reviewed annually, or whenever there are significant changes in 
regula&ons, business processes, or technology. Updates will be made as necessary to ensure 
that the company con&nues to meet the highest standards of informa&on security. 
 
 



 
Conclusion 
 
Jawa Corporate Real Estate Solu&ons B.V. is commiIed to ensuring the security of all 
informa&on entrusted to us by clients, employees, and other stakeholders. By adhering to 
this Informa&on Security Policy, we will protect sensi&ve data from unauthorized access, 
maintain the integrity of business informa&on, and ensure that our opera&ons comply with 
applicable laws and regula&ons. All employees share responsibility for informa&on security, 
and by following the prac&ces outlined in this policy, we will ensure that our business 
remains secure and trusted. 
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